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DETAILED ACTION 

This Office Action is in response to Applicant's Remarks and Amendments filed 
December 1 1 , 2007. 

Claim 1 is cancelled. 

Claims 2 and 9 are amended. 

Claims 2-14 are pending and herein considered. 

Response to Arguments 

Applicant's arguments filed December 11, 2007 have been fully considered but 
they are not persuasive. 

Applicant's sole set of arguments concern the references' alleged failure to 
disclose or suggest "wherein the predetermined device identification information is 
generated by using N respective device identifiers for configuring the domain, wherein N 
is a whole number" as claimed by Applicant in claim 2. The Examiner respectfully 
disagrees with Applicant, drawing attention to paragraph 88 of the Yamamoto reference 
wherein "identification information of the devices that belong to the group" is used to 
create a "group ID" in order that it may identify numerous devices within a group. 
Yamamoto's "identification information of the devices" corresponds to Applicant's 
"predetermined device identification information," while his "group ID" is used for 
"configuring a domain" and includes "N respective device identifiers" as claimed by 
Applicant. 
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Applicant's arguments concerning claims 3 and 9 depend upon those given 
above with regards to claim 2 and are rejected for substantially the same reasons as 
given above. 

Applicant's arguments concerning claims 4-8 and 10-14 rely upon the claims' 
dependence upon claims 3 and 9. Insofar as the Examiner maintains her rejection of 
the independent claims, those claims depending thereupon remain rejected as well. 

It is for the reasons given above that the Examiner maintains the previously set 
forth 35 USC 103(a) rejection of claims 2-14, included below in an amended form to 
reflect Applicant's amendments. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 



Claims 2-14 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Yamamoto et al. (US 2003/0084291 A1) in view of Messerges et al. (US 
2002/0157002 Al). 

Regarding claims 2, 3 and 9, Yamamoto discloses: 

setting domain identification information into a predetermined device connected 
on one of a wired network and a wireless network and; 
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a third step of generating a predetermined first code value and transmitting a first 
packet encrypted with the first code value using the domain secret key generated in the 
second step (paragraph 0096, lines 1-5; paragraph 0097, lines 6-9); 

a fourth of receiving a second packet that is encrypted with the first 
code value, which has been decrypted from the first encrypted packet using the domain 
secret key generated by another device (paragraph 108, lines 1-14; paragraph 109-, 
lines 1-7; paragraph); 

a fifth step of decrypting the second packet received in the fourth step by using 
the domain secret key generated in the second step and determining whether a specific 
bit frame of the decrypted second packet is equal to the predetermined first code value 
generated in the third step (paragraph 0110, lines 6-14; paragraph 0111, lines 1-5; 
paragraph 01 15, lines 1-20); exchanging said content after completion of said setting 
and generating operations (para. 0005 and 0012); 

wherein the predetermined device identification information is generated by using 
N respective device identifiers for configuring a domain, wherein N is a whole number 
(paragraph 88). 

Yamamoto does not disclose generating a domain secret key using the 
set of domain identification information. 

Messerges discloses a domain secret key is generated by a domain ID and a 
device unique key (see abstract; paragraph 0036 and 0068). Therefore it would have 
been obvious to one of ordinary skill in the art at the time of the invention to modify 
Yamamoto to include the use of generating a domain secret key using set domain 
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identification information in order to link the domain ID to a user device, such that only 
users with appropriate domain secret key may be able to obtain content from the 
content server. 

Regarding claims 4-5 and 10-11, Yamamoto discloses the method wherein the 
domain secret key is set as resultant value of a cryptographic one-way or hash function 
whose input variables are the domain identification information and the device 
identification information (one-way function is a property of a hash function, therefore, 
one-way function and hash function as claimed will be regarded as a hash function 
((paragraph 0075, lines 4-6)). 

Regarding claims 6, and 12, Yamamoto discloses the method wherein the first 
and second code values are predetermine bits random numbers generated by the 
devices themselves (paragraph 0096, lines 1-5; paragraph 0119, lines 1-9). 

Regarding claims 7-8 and 13-14, Yamamoto discloses the method wherein the 
fifth step further comprises the step of generating a session key to be used for content 
encryption when the specific bit frame of the second decrypted packet is equal to the 
predetermined first code value generated in the third step (paragraph 0104, lines 1-5) or 
terminating a domain authentication process when the specific bit frame is not equal to 
the first code value (paragraph 0112, lines 5-14; paragraph 0107, lines 1-5; paragraph 
0108, lines 1-7). 



Application/Control Number: 10/779,881 
Art Unit: 2137 



Page 6 



Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tamara Teslovich whose telephone number is 
(571)272-4241 . The examiner can normally be reached on Mon-Fri 8-4:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571) 272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/Tamara Teslovich/ 
Examiner, Art Unit 2137 

/Emmanuel L. Moise/ 

Supervisory Patent Examiner, Art Unit 2137 



